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)LJD7KHSURSRVHGDSSOLFDWLRQGHYHORSPHQWE)ORZFKDUWRINH\PDQDJHPHQWSURFHVV
GLVWDQFH5HFHQWO\WKLVWHFKQRORJ\LVHPEHGGHGLQVPDUWSKRQHLQRUGHUWREHDPRELOHSD\PHQWE\MXVWWDSSLQJWKH
VPDUWSKRQHRQ3D\3DVVHQDEOHGWHUPLQDODWFKHFNRXWLQVKRS7KHDGYDQWDJHRIWKLVV\VWHPPDNHVXVHUVQRWQHHGWR
FDUU\ DQ\ SHUVRQDO FDUG LQ WKHLU SRFNHW )XUWKHUPRUH LW LV SRLQWLQJ WKDW UHSODFLQJ WKH HOHFWURQLF FDUG E\ XVLQJ
VPDUWSKRQH
5HODWHGZRUN
2.1. Keypad Access Control System 
GLJLWVNH\SDGDFFHVVFRQWUROV\VWHPNQRZQDVGLJLWDODFFHVVFRQWUROV\VWHPLVFRPPRQLQWKHPDUNHWWRGD\)RU
WKLVV\VWHPXVHUVQHHGWRUHPHPEHUWKHQXPHULFQXPEHUEHIRUHDFFHVVLQJWKHHQWUDQFH,QVRPHFDVHVLIWKHUHDUH
PDQ\HQWUDQFHVWRDFFHVVXVHUVQHHGWRUHPHPEHUDOOWKHSDVVFRGHVIRUHDFKDFFHVVFRQWUROV\VWHP
2.2. Access Card For Access Control System 
8QOLNHWKHNH\SDGV\VWHPWKHUHTXLUHPHQWRIWKLVPHFKDQLVPLVWKHH[WHUQDODFFHVVFDUG$FFHVVFDUGLVDQHZ
PDQQHUWKDWDOORZVXVHUVWRDFFHVVWRWKHSUHPLVHV7KHFRQYHQLHQFHRIWKHDFFHVVFDUGLVWKDWLWLVVPDOODQGOLJKWWR
FDUU\UDWKHUWKDQSK\VLFDONH\V,QWKLVFDVHXVHUVKDYHWRWDSWKHLUDFFHVVFDUGRYHUWKHGRRUUHDGHUWRDFFHVVWRWKH
SUHPLVHVDQGWKHFDUG¶VLQIRUPDWLRQWKHQZLOOEHWUDQVPLWWHGWRWKHPHFKDQLVP7KHDFFHVVFRQWUROV\VWHPZLOOLGHQWLI\
WKH8,'8QLTXH,GHQWLILFDWLRQRIWKHFDUGLILWLVPDWFKHGZLWKDXWKRUL]DWLRQLQWKHV\VWHPXVHUVDUHDOORZHGWR
DFFHVVWRWKHLUVLWH
3UHYLRXVUHVHDUFKHVDUHEDVHGRQHDFKRIWKHPDLQWKUHHRSHUDWLQJPRGHVRI1)&>@7KHUHDUH5HDG:ULWHPRGH
5:3HHU3HHUPRGH33DQG&DUG(PXODWLRQPRGH&(0DQ\UHVHDUFKZDVGRQHLQ5:PRGHDQG33
PRGH>@&(PRGHPDNHVDQ\$QGURLGVPDUWSKRQHVDVWKH1)&DFFHVVFDUG+RZHYHULWUHOLHVRQVHFXUHHOHPHQW
6(>@ZKLFKFDXVHVGLIILFXOWLHVWRPDQ\UHVHDUFKHUV5HFHQWO\DIWHUWKHUHOHDVHRIQHZYHUVLRQRI$QGURLG
$3,OHYHO1)&HQDEOHG$QGURLGVPDUWSKRQHFDQHPXODWHLWVHOIE\URXWLQJWR+RVW&38ZKLFKZDVGRQH>@
LQVWHDGRIVHFXUHHOHPHQWLQHDUOLHUZRUN>@%XWWKH$QGURLGDSSOLFDWLRQFDQQRWPDQDJHWKHSDVVFRGHE\LWVHOILW
VWLOOQHHGVDFRPSXWHUWRJHQHUDWHDNH\
3URSRVHGZRUN

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,QWKHSURSRVHG1)&FDUGHPXODWLRQ1)&$QGURLGVPDUWSKRQHDFWVDVNH\PDQDJHUNH\JHQHUDWRUDQG1)&FDUG
HPXODWRU ZLWKRXW DVVLVWDQFH IURP WKH FRPSXWHU WR JHQHUDWH WKH SDVVFRGH IRU VPDUWSKRQH WR DFFHVV )LJXUH D
LOOXVWUDWHVDQ1)&VPDUWSKRQHDSSOLFDWLRQWKDWFDQJHQHUDWHWKHSDVVFRGHZLWKRXWFRPSXWHURUVHUYHU
3.1. Key management 
7KLVLVWKHPDLQSDUWLQWKHDSSOLFDWLRQ1HZJHQHUDWLRQRI$QGURLGVPDUWSKRQHKDVKLJKSHUIRUPDQFHFRPSXWLQJ
OLNHDPRELOHFRPSXWHUVRWKDW$QGURLGPRELOHGHYLFHVFDQEHVHOIUXQQLQJGHYLFHVLQVWHDGRIWKHFRPSXWHUV8VHUV
FDQLQVHUWWKHLUSDVVFRGHVGLJLWVSDVVFRGHIRUWKHNH\PDQDJHURIDSSOLFDWLRQWRXVHVRWKDWWKH\GRQRWQHHGWR
UHPHPEHU WKRVH SDVVFRGH$OO WKH SDVVFRGHV RI HDFK  GLJLWV DFFHVV FRQWURO V\VWHP DUH VDYHG DQG VRUWHG LQ WKH
IROORZLQJ VHTXHQWLDO IRUPDW ³0XOWLSDVVFRGHSDVVFRGHSDVVFRGH«SDVVFRGH1´ DV D NH\ DV VKRZQ LQ
)LJXUHE
3.2. Multi-passcode 
,WLVDQRWKHUSDVVFRGHIRUJURXSLQJDOOSDVVFRGHV,QWKLVFDVHLIVRPHRQHVWRUHVPDQ\SDVVFRGHVLQWKLVDSSOLFDWLRQ
LQRUGHU WR WU\ WRDFFHVV WKHPHFKDQLVP WKLVPXOWLSDVVFRGHZLOOSUHYHQW WKHV\VWHPIURPXQDXWKRUL]HGDFFHVVE\
YHULI\LQJZKHWKHULWLVFRUUHFW
3.3. Host-based card emulation 
+&(LVWKHPDLQWDUJHWRIWKLVSXUSRVH,WFDQHPXODWHLWVHOIDV1)&FDUGZLWKRXWH[LVWHQFHRIDVHFXUHHOHPHQW
6(&DUGHPXODWLRQUHO\LQJRQDVHFXUHHOHPHQWFDXVHVGLIILFXOWLHVWRGHYHORSHUVLQQHJRWLDWLQJZLWKVHUYLFHSURYLGHU
RU GHYLFH PDQXIDFWXUHU >@ +RZHYHU +&( SURYLVLRQ 1)& UHDGHU URXWHG WKH GDWD GLUHFWO\ IURP WKH KRVW &38
$QGURLG¶VDSSOLFDWLRQZLOOFRQWUROWKLVSURFHVVXQOLNH&(ZLWK6(,(&,62>@VXSSRUWLQJ+&(FDQHPXODWH
DFRQWDFWOHVVVPDUWFDUGDQGFRPPXQLFDWHEHWZHHQ$QGURLGSKRQHDQG1)&UHDGHU>@0RUHRYHU1)&)RUXPWDJV
SOD\VWKHPDLQUROHWRVWRUHGDWDWRHPXODWHDV1)&ZLWKPD[LPXPPHPRU\DYDLODELOLW\RXWRIDOOW\SHVDQGDQWL
FROOLVLRQ>@
3.4. Key protection 
$NH\LVJHQHUDWHGLQWKHSKRQHE\XVLQJHQFU\SWLRQFODVVRI$(67KHGDWDZLOOEHHQFU\SWHGRQFHZLWKWKH
VDPHV\VWHP¶VSXEOLFNH\DIWHUXVHUVPRGLI\DQ\SDVVFRGHVLQNH\PDQDJHPHQWLQRUGHUWRDJDLQVWPDQLQWKHPLGGOH
DWWDFN>@$GGLWLRQDOO\ WKHDSSOLFDWLRQDOVRQHHGVDSDVVZRUG WRSURWHFW LWVHOI IURPXVLQJZLWKRXWSHUPLVVLRQ
)LJXUHEVKRZVWKHIORZFKDUWRINH\PDQDJHPHQWSURFHVV
&XUUHQWRXWSXW
,QWKLVWHVWZHXVHG6DPVXQJ*DOD[\1RWH$3,OHYHODQG1)&UHDGHU$&58PRGHO([HFXWHWKLVDSS
LQWRVPDUWSKRQH86%GHEXJJLQJRQWKHUXQDQGRSHQ³.H\PDQDJHPHQW´)LJXUHVKRZVWKHDSSOLFDWLRQWHVW³.H\
PDQDJHPHQW´DFWLYLW\LQ)LJXUHDOLQNHGLQPDLQDFWLYLW\LQRUGHUWRPRGLI\WKHSDVVFRGHVLQWKLVDFWLYLW\$IWHU
VDYLQJ WKH DFWLYLW\ DOO WKH SDVVFRGHZLOO IROORZ WKH SURFHVV RI NH\PDQDJHPHQW DERYH ³0XOWLSDVVFRGH´ DQG DOO
SDVVFRGHVZLOOEHVRUWHGVHTXHQWLDOO\HQFU\SWHGZLWKWKHSXEOLFNH\DQGVDYHGLWLQWKHSKRQH
6WDUWHPXODWLQJDQGWDSSLQJLWLQIURQWRIWKH1)&UHDGHUWKHQWKHVPDUWSKRQHVWDUWVWDONLQJZLWKWKHUHDGHU7KH
HQFU\SWHGGDWDZLOOEHWUDQVIHUUHGIURPSKRQHWR$&58LQ)LJXUHE$VWKHUHVXOWZHJHWDQH[WUDFWHGGDWDDV
WKHHQFU\SWHGGDWDLQ)LJXUHFDVWKHNH\WRXQORFNWKHDFFHVVFRQWURO7RYHULI\WKDWZKHWKHUWKHNH\HQFU\SWHG
GDWDIURPWKHHPXODWHG1)&VPDUWSKRQHLVFRUUHFWZHFDQGHFU\SWWKDWNH\E\XVLQJRWKHUH[WHUQDODVVLVWDQWZHEVLWH
>@ZLWKWKHVDPHSXEOLFNH\DQGWKHUHVXOWLVWKHVDPHDVVHTXHQWLDOIRUPDWRISDVVFRGH
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(YHQWKRXJKWKLVNH\ZDVVWROHQWKH\FDQQRWUHFRJQL]HSDVVFRGHXQOHVVWKH\KDYHSXEOLFNH\DQGGHVSLWHWU\LQJ
PDQ\SDVVFRGHVLQWKHDSSOLFDWLRQWKH\FDQQRWDFFHVVWKHV\VWHPXQOHVVWKH\KDYHWKHULJKW³0XOWLSDVVFRGH´6RWKDW
ZHMXVWFKDQJHLWLQSKRQHDQGWKHDFFHVVFRQWUROV\VWHPLQVWHDGRIDOOSDVVFRGHVLQHDFKV\VWHP
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HQFU\SWLRQ LV LPSRUWDQW WR DJDLQVW PDQLQPLGGOHDWWDFN  'LPLQLVKLQJ WKH SK\VLFDO NH\V RU FDUGV WR SUHYHQW
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